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WEP

WEP (Wired Equivalent Privacy) � algorithm to secure
IEEE 802.11 networks

Introduced in 1997

Was intended to provide security comparable to that of a
traditional Ethernet

Vulnerable to crypto analytic attacks
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Encryption details

Stream cipher RC4 for con�dentiality

CRC-32 checksum for integrity

64-bit and 128-bit variants
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WEP � general information
Encryption details
64-bit WEP
128-bit WEP

64-bit WEP

Also known as WEP-40

10 hexadecimal digits as a key, e.g. AB:CD:E1:23:45

Concatenated with a 24-bit initialization vector (IV) to form
RC4 key.
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128-bit WEP

Also known as WEP-104

26 hexadecimal digits as a key, e.g.
AB:CD:E1:23:45:1F:12:34:AB:30:6C:36:55

Concatenated with a 24-bit IV
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WEP weakness
ARP replay

WEP weakness

August 2001 � Scott Fluhrer, Itsik Mantin, Adi Shamir
published crypto analysis of WEP. Attack based on this
method is known as FMS

at least 200 000 IVs � 64-bit key

at least 500 000 IVs � 128-bit key

17 KoreK's attacks

2007 � Erik Tews, Andrei Pychkine and Ralf-Philipp
Weinmann (PTW attack)

40 000 IVs � 128-bit key � 50%

85 000 IVs � 128-bit key � 95%
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WEP weakness
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ARP replay

Way to generate extra �ow in encrypted wireless network

Capture encrypted ARP request and replay it rapidly

Remote machine should respond with ARP reply

E�ect � 20 000 IVs per minute, which is enough to crack
128-bit key in 5 minutes
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Essential hardware
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Few screenshots

Essential hardware

PC

Wireless Network Interface Card based on a good chipset!

http://www.aircrack-ng.org/doku.php?id=compatibility_drivers

Atheros is highly recommended

External antenna to enhance the range
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NIC � D-LINK DWL-G520
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GNU/Linux

aircrack-ng

Kismet
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Summary

Do not use WEP to protect your Wi-Fi network

Use WPA2 instead

... or more sophisticated remedies like OpenVPN
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Thank you for your attention.
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